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ABSTRACT

Recently, the investigation has been difficult due to the emergence of messengers that encrypt and store data for the
purpose of protecting personal information and provide services such as end-to-end encryption with a focus on security.
Accordingly, the number of crime cases using security messengers is increasing, but research on data decoding for security
messengers is needed. Element security messengers provide end-to-end encryption functions so that only conversation
participants can check conversation history, but research on decoding them is insufficient. Therefore, in this paper, we
analyze the instant messenger Element, which provides end-to-end encryption, and propose a plaintext verification of the
history of encrypted secure chat rooms using decryption keys stored in the Windows Credential Manager service without
user passwords. In addition, we summarize the results of analyzing significant general and secure chat-related artifacts from
a digital forensics investigation perspective.
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Table 1. Secure Chat Related Artifacts

Specific
Path

File
type

Tabl
e

Feature

Forensic Artifact

\Events
\Events.
db

DB

sender

account information
that caused the event

server_ts

time when the event
occurred

room_id

room ID cached in
rooms table

type

Event type (sending
messages, creating
chat rooms,
mentioning specific
users, etc.)

SIUOAD

msgtype

Message Event Type
(text, image, file
transfer, etc.)

source

json format data
received from the
server
(Transmission and
reception messages in
plaintext format)

profile_i
d

Profile ID cached in
profile table

id

Chat room
identification ID
applied within DB file

SWO0.x

room_id

The room_id registered
on the Matrix home
server and the
corresponding home
server address

User account
identification ID
applied within the DB
file

a[ygoad

user_id

User account, user
identification ID
registered on the

Matrix home server,

and the corresponding
home server address

\Indexe
dDB\vec
tor_vect
or_0.ind
exeddb.1
eveldb
\(0-9)
{6}.1og

—

0g

transacti
on_id

time the message was
sent(Unix Miliseconds)

sender

the account informatio
n that sent the messag

cipherte
xt

Encrypted message co
ntent
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Table 2. General Chat Related Artifacts

Table 3. Example of a typing event log

Specific | File Keyword Forensic map-55-mx_cider_history_lroom_id:home_serve

Path type Artifact r(1)X{"parts”: ({"type”:"plain”,"text”: "testmessa

The most recent gefrom client”}]}
i h
Buckets. time the app
last_acce | hwas | Editorg %8 I A|2UAE galsla oo dl-$
ssed | {aunched(Google she AR S WSk G dele S
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Quota DB Timestamp) ave T
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File cache ) .
Table 4. Artifacts found in indexedDB
h downloaded
\Cache\ from a chat DB Id DB Name Forensic Artifact

Cache_ . .

Data\ bin - room (image, Information about lo
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- thumbnail , & ent, creating/modifyi

document file) ng chat rooms
Device id of the 9 matrix-react-s | Access token value f
Local mx_devic recently dk or element account
oca . .
Storage\l eid logged-in matrix-js-sdk: Secure Chat Room K
account 9 ey Exchange
eveldb\ log o : crypto Log
(0-9){6}. , fccou“,
log mxiuserf information Secure chat room/ge
id recently logged 10 matrix-js-sdk: | neral chat room cha
in riot-web-sync t and activity detail

s in json format
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Table 5. General chat room history json keyword

Keyword Forensic Artifact
Plain text messages sent
body to chat rooms,
File name transferred
Types of messages sent to
msgtype

chat rooms Send (files/texts)

The time the activity
origin_server ts details received from the

chatroom server occurred

The name of the account t
semder hat triggered the activity
in the chat room

. Chat room address where
room_id
the event was processed

Whether the message was
m.read
read or not

room_version the version of the chat room

The account that created

t
creator the chat room
The name of the account
displayname in the chat room that

appears

Table 6. Access token value format

syt_amp(alphabetic case, combination of num
bers in 20 digits)_(alphabetic case, combinati
on of numbers in 20 digits)_(alphabetic case,
combination of numbers in 6 digits)

e

Folt}, AMu|~gE P53k ARSI AR dgt
Aula~E Algs 22l $9E 5 =S

&o|c}, element WAIA A A]F3l= apil
3 AT o]3led wAlA o] AL 2}
AT 4 o} Y A5 2F json ¥
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n_id AEE o] s 4 gl

Table 7. Chat room timeline event type

Keyword Forensic Artifact

Chat room name setting
name
event

Chat Room Access Settings
Event

Chat Room Chat Topic

guest_access

topic
P Settings Event
. Invite to chat room and
membership .
confirm attendance event
.. Chat room disclosure
join_rule .
setting event
Chat room chat history
msgtype

and the file name you sent
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